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Abstract
Vaultinum, as an Escrow Agent, implements a special contractual relationship, the Escrow Contract,
between Digital Assets Owners and third parties. It also assists them in setting-up this relationship and
in avoiding pitfalls.

This White Paper is intended for informational purposes only. Vaultinum does not guarantee nor declare in any
way, expressed or implied, as to the completeness, accuracy, reliability, or suitability of the information
provided. Any reliance you place on such information is therefore strictly at your own risk. The opinions or views
expressed in this White Paper are only an expression of one position among others and are not a substitute for
professional legal advice. We expressly disclaim any liability if our opinions are inaccurate, insufficient, or
erroneous. In addition, the inclusion of third-party content or links to other sites does not imply any
recommendation or endorsement on our part. In no event shall we be liable for any loss or damage, including, but
not limited to, indirect or consequential loss or damage, or any loss or damage arising out of or in connection with
the use of this White Paper.
Copyright © 2021 Vaultinum All rights reserved. Produced by Vaultinum, reproduction and use of this White Paper
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Introduction
Vaultinum has been providing escrow services for many years and new technologies are revolutionizing the
escrow services market place. Vaultinum in investing to meet the challenges of new uses for escrow
services in an ever-changing world. This White Paper seeks to show as complete a picture of what escrow
services are, how they are evolving and how Vaultinum is adapting to the moving landscape.
Placing assets in escrow (“Escrow”) means entrusting the asset with a third-party who undertakes to
safekeep and release it to another party upon the occurrence of a pre-defined event.
A person or entity (the “Trustor” or “Digital Asset Owner”) places the asset, or a copy thereof, in trust
with a third-party (the “Escrow Agent” or “Trusted Party”) who holds this for the Digital Asset Owner until
another person or entity (the “Beneficiary”) obtains access to the asset if certain conditions, agreed in
advance with the Digital Asset Owner, are met.
In today’s world, assets are increasingly digital (“Digital Assets”). As a result, escrow mechanisms are
flourishing to both protect Digital Assets by storing them in safes or in electronic vaults and provide a
secure way for potential Beneficiaries of such assets to access them.
The establishment of an Escrow contract is particularly suitable in the industrial and information
technology fields. Its use effectively protects and guarantees access to and continuity of specific Digital
Assets. Any kind of Digital Assets can be placed in Escrow. These can range from all types of digitalized
documents (invoices, signatures, wills, medical prescriptions…), to databases, know-how, photos….

A virtual/digital asset is a representation of currency in some environment or situation. In this
context, currency can be defined as either a medium of exchange or a property that has value in a specific
environment, such as a video game or a financial trading simulation exercise. Monetary virtual assets are
often called virtual currency. Digital assets may also include: e-books, inventions, know-how,
databases, designs, mobile applications, fonts, libraries, multimedia works, sound works, etc.
For example, one may decide to place crypto currencies or decryption keys into Escrow for the benefit of
others. Many have heard of Gerald Cotton, the CEO of the Canadian Digital Currency Exchange, Quadrigacx,
whose sudden death also meant the loss of the decryption keys necessary to open the exchange’s digital
vaults. He was the only one to have access to them. This situation left thousands of crypto currency owners
without the ability to collect their assets and generated a total loss of approximately 145 Million USD. Had
he placed his key into escrow with an Escrow Agent, this could have been released to Beneficiaries upon
his death and enabled them to claim or distribute the assets as pre- agreed.
Escrow services have existed for a long time and are increasingly critical with the advent of new
technologies and digitalization.
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1. Software source code: a Digital Asset to protect
This White Paper cannot cover the use of Escrow for all types of Digital Assets. Instead it will focus on
the example of software source code (“Source Code”) Escrow to explore how Escrow can work and
protect investors, lenders, creators, entrepreneurs, beneficiaries and users of Digital Assets.

1.1.

General context

Software are essential to companies. More and more, software products are used to increase efficiency,
productivity and generate growth. Companies are dependent on numerous software to operate and produce
goods or provide services. A growing share of specific software and applications purchased outsidecompanies
are at the heart of their production and operations. Companies develop some software in-housebut for the
most part it is out-sourced. Even that which is developed in-house is often integrated or combined with
the out-sourced software, creating a strong dependency on the latter. As a result, and withthe growing
pervasiveness of ever more complex software and applications, businesses face growing pressure to protect
digital assets as part of their overall risk management strategy. Indeed, if the providerof the out-sourced
software, disappears, fails to perform, in whole or in part, its contractual obligations, decides to
discontinue its production, or halts maintenance and support, the impact on the licensee or purchaser of
such software can be dire.

1.2.

How to protect? Risk mitigation through Escrow

Risk is at the heart of the Escrow system and risk mitigation its essence. Dependencies create risk. Risk
needs to be identified, documented and mitigated. Both the Digital Asset Owner and the user or licensee
of the Digital Asset need to recognize the importance of protecting the Digital Asset. Using Escrow services,
confirms that the risk has been identified, documented and is being dealt with. This is because of the
following:
✓
✓
✓
✓
✓
✓

It recognizes and deals with dependency risks,
It is part of a business continuity plan for any organization,
It rebalances the respective powers of the Digital Asset Owner and user/licensee,
It offers some guarantee to the Beneficiary,
It anticipates future risk and mitigates it,
It allows the Beneficiary to transition out of a relationship/dependency.

Regardless the configuration of the Digital Asset, either installed on the Beneficiary’s premises or
accessible through the internet as a software-as-a-Service (SaaS) application, agreeing to an Escrow offers
a degree of protection.

1.3.

Why use an Escrow Agent?

To mitigate risk, the Digital Asset Owner places its Digital Asset in trust with a secure, independent,
trustworthy third-party: the Escrow Agent.
The Digital Asset Owner does not want the Beneficiary to access the Digital Asset before or unless certain
conditions are met. The Beneficiary wants to make sure that if they meet pre-agreed conditions, they will
have access to the Digital Asset. Using an independent, neutral trusted third-party, the Escrow Agent, to
hold the Digital Asset until/if the conditions are met, creates a circle of trust between the different
parties.
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1.4.

Who can the Escrow protect?

1.4.1. Third-parties
Different uses can be made of Escrow depending on the type of Beneficiaries. These can include the
following.
➢ The Beneficiary can be a licensee of the Digital Asset owner. Digital Assets can become essential
components of companies’ businesses that use them or licenses them from the owner. If the owner
goes bankrupt or fails to provide the agreed service, the licensee may find itself in dire straits and
not able to continue its own activities. Have the asset placed in Escrow enables the licensee to
continue using the asset in order to maintain its business activities.
➢ The Beneficiary can be a distributor or publisher of Digital Assets. When the owner of a Digital Asset
enters into a distribution agreement with an important distributor, such distributor may be reassured if the Digital Asset is placed in Escrow so that it can continue to manage the distribution if
the Digital Asset in compliance with the distribution agreement if the Digital Asset Owner goes into
bankruptcy or fails to provide the agreed service.
➢ The Beneficiary can be the potential buyer of Digital Assets from its owners. Until the acquisition
transaction is finalized, it is risky for the company to disclose the contents of the Digital Assets.
Placing the Digital Assets in Escrow enables both the buyer to ascertain that they will be provided
once payment for the transaction has been completed and the seller to only disclose them to the
buyer once the transaction goes through.
➢ Investors or banks can be Beneficiaries. As Digital Assets become more liquid and valuation tools
improve, creators of such assets may obtain investments or loans from investors or banks in order
to build their assets and/or expand. These investors or banks may accept the Digital Asset as
collateral (regulations around the world are evolving to the taking effective security over intangible
assets) and want to use an Escrow to access such assets if the creator of the asset goes bankrupt or
disappears. The Escrow would complement the security that they might take in the Digital Asset.One
can also imagine government programs that would promote new technology through loans and
advances provided security and Escrow are put in place.
➢ Co-developers and co-owners (where several companies are involved in the development of a
software) can be Beneficiaries. Where there are multiple owners for a creation/asset, including in
multi-countries, being able to place the asset with an independent third-party Escrow ensures that
any/all the co-owners can access the whole asset if certain pre-conditions are met.
➢ Licensees of multiple Digital Assets (or Private Equity that specialize in new technologies) can use
the Escrow system to better manage their portfolio. Indeed, today most companies use multiple
suppliers of Digital Assets. To run its business, a company may for example, depends on different
pieces of software working together. Each piece of software may belong to different software
providers. If one of these providers went bankrupt, the whole business could come to a halt. As a
result, a licensee of multiple software may want to have a centralized third-party system to ensure
that these assets are protected. To achieve an efficient management of all these dependencies, an
Escrow agreement, including all licensors of software to the Beneficiary, can be implemented.
➢ The owner of the asset itself can be a Beneficiary. If the owner is a Company and its key employees
are creating the Digital Asset, placing the asset as it is created, by automating deposits through
integration with development platforms such as GitHub, GitLab, Visual Studio or Azure, in Escrow
as it is created or updated ensures that a third-party Escrow Agent holds a version of the asset and
that if key employees should leave the owner or disappear, the asset will be retrievable.
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1.4.2.

The Digital Asset Owner

When setting up an Escrow, a person or entity protects their Digital Asset not just for the benefit of a
potential Beneficiary but also for themselves. This is because placing a Digital Asset in Escrow offers the
following inherent protections.
➢ The Escrow Agent provides a certification as to the date at which such asset is deposited with them.
This is essential to claim copyright protection over such asset as it establishes a start date for the
creation of the asset.
➢ Deposit an asset with an Escrow Agent allows to benefit from a presumption of ownership, which
makes it easier to prove ownership of such asset in the event of a dispute.
➢ The Escrow Agent stores in its vaults essential or valuable assets. This effectively constitutes a
secure back up for the Digital Asset.
➢ With more and more contributors to the development of one Digital Asset, depositing new versions
of the Digital Asset over time serves as a consolidator and a chronological marker for key
development stages.
➢ Using a third-party Escrow Agent to check and control a deposited Digital Asset is a way to ensure
that a company’s internal processes for developing and documenting an asset have been followed
properly.
➢ Creations typically take time and are produced sometimes over long periods of time using various
technological tools and platforms. Technologically savvy Escrow Agents can interface with such
tools and platforms in order to seamlessly update the creation on a continuous-flow basis. This
enhances the intellectual property protection for the work since it is registered as it is created and
ensures automated back-ups.
➢ Placing a Digital Asset with an Escrow Agent as a matter of course (as the asset is being developed
such as by automated deposits through integration with software development platforms) enables
the quick implementation of Escrow services.
➢ New users of Digital Asset placed under escrow, can, depending on the escrow contract, become
beneficiaries without having to complete other formalities with the Escrow Agent.

1.5.

Which Escrow Agent?

An Escrow Agent must be an independent, trustworthy third-party with whom parties are happy to entrust
a valuable and valued asset: The Digital Asset.
Vaultinum is a European organization created in 1982 to protect Digital Assets. Vaultinum safeguards all
types and all sizes of content including: software, videos, assets, documents, mobile applications, databases,
websites and strategic contents, both physically by post/courier or directlyat our premises, and digitally using
256-bit asymmetric encryption technology. Further, Vaultinum is a partner of the Swiss NGO InterDeposit,
which enables it to confer unique international Digital Asset numerical identifier for each Digital Asset.
With over 35 years of experience as an Escrow Agent, it is able to assist Digital Asset Owners and
Beneficiaries in setting up this special contractual relationship. In addition, it has developed tools
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particularly suited to escrow services, such as deposit and controlled deposit procedures, and is developing
tools to automatically generate escrow agreements adapted to the parties’ specific needs.
Beyond its mere role as Escrow Agent, Vaultinum provides an effective platform for Digital Assets
management, the Vaultinum Digital Asset Management Platform, with the following functions:
✓ Ability to make digital deposits quickly and easily and immediately obtain a registration
certificate,
✓ Ability to update previous deposits in case Digital Asset has evolved,
✓ Ability to manage co-owners of Digital Assets (if any),
✓ Enabling the Digital Asset Owner to have a representative manage its deposits and Escrow
Contracts,
And by January 2021, the following new functions:
✓ Alerts sent the Digital Asset Owner when deposits need updating,
✓ Alerts sent to the Beneficiary of all updates made by the Digital Asset Owner,
✓ Ability for the Digital Asset Owner to manage Beneficiaries,
✓ Enabling Beneficiaries to create an account to obtain information on their Escrow Contracts and
deposits,
✓ Enabling Beneficiaries to manage deposits from a variety of suppliers of Digital Assets.

1.5.1. Security is paramount
Digitalization has created new challenges with increased risk of data loss, theft and misuse.
Vaultinum has developed security centred solutions for the dematerialization, storage, archiving and
communication of physical and digital data.
Importantly, all Vaultinum activities, with regard to the management of digital assets held in trust, are
undertaken under the supervision of agents who are either sworn agents or qualified legal professionals.
In relation to security, Vaultinum solutions include four objectives:
➢ Confidentiality: digital assets are only accessible by authorized users.
➢ Integrity: property of accuracy and completeness of digital assets aimed at ensuring the absence
of modification of a data throughout its processing including in its long-term archiving
(sustainability).
➢ Availability: ability to access digital assets…
➢ Traceability: ability to store in a lasting manner and under reliable conditions on a probative level
the various events affecting the system (constitution, payment, communication, copy, destruction,
etc.).
Vaultinum’s secured digital asset management includes the following features, some of which are
optional.
✓ Encryption,
✓ Certified secured transmission,
✓ Physical and virtual vault archiving and storage,
✓ Intellectual property protection through date certification with certified time-stamping,
✓ Secured management platform allowing for incremental authorization levels,
✓ Adaptable levels of digital asset control and verification,
✓ Escrow services offering controlled verified access to digital assets with encryption keys,
✓ Development platform integration for better real-time protection,
✓ Integration with client cloud systems to ensure real-time back-up (from 2021),
✓ A unique international Digital Asset numerical identifier (“IDDN”),
✓ IT due diligence,
✓ Evaluation and certification.
The Digital Asset access process at Vaultinum is documented, compartmentalized and controlled to reduce
risk and ensure that only authorized persons have access to the Digital Asset. When a Beneficiary requests
access to a Digital Asset, Vaultinum implements various levels of controls.

Page 7 of 30

The diagram below presents the escrow access process flow.

The Beneficiary wishing to access the Digital Assets deposited with the Vaultinum, sends a request
by registered letter with acknowledgment of receipt to Vaultinum’s Legal Commission. In such letter, the
Beneficiary specifies the object of the request and provides any relevant documents to identify the Digital
Asset, to confirm their quality as Beneficiary, and to justify the release request. In particular, the
Beneficiary must provide any written agreement in which access to the items deposited has been
previously agreed to with the Digital Asset Owner.
Vaultinum has implemented good practices to ensure that internal controls conform to its security
standards.
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1.5.2. Encryption is key
Finding a way to ward off cyber intruders has become a critical challenge. When asked how to do this
during a press conference, notorious former NSA contractor Edward Snowden noted, “Encryption works.
Properly implemented strong crypto systems are one of the few things that you can rely on.”
Encryption is a process based on a mathematical algorithm (known as a cipher) that makes information
hidden or secret. Unencrypted data is called plain text; encrypted data is referred to as cipher text. In
order for encryption to work, a code (or key) is required to make the information accessible to the intended
recipients.
When the intended recipient accesses the message, the information is translated back to its original form.
This is called decryption. To unlock the message, both the sender and the recipient have to use a “secret”
encryption key — a collection of algorithms that scramble and unscramble data back to a readable format.
An encryption key is a series of numbers used to encrypt and decrypt data. Encryption keys are created
with algorithms. Each key is random and unique.
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There are two types of encryption systems: symmetric encryption and asymmetric encryption:
•

Symmetric encryption uses the same key to encrypt and decrypt data.

•

Asymmetric encryption uses two different keys, one for encryption and one for decryption. A public
key, which is shared among users, encrypts the data. A private key, which is not shared, decrypts
the data.
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Vaultinum uses asymmetric encryption to protect Digital Assets.
Asymmetric encryption is a relatively new method of encryption providing increased security since the
secret or private key is not transmitted. The message that is encrypted using a public key can only be
decrypted using a private key. Security of the public key is not required because it is publicly available
and can be passed over the internet. But the public key cannot decrypt the message. Only the key that is
kept secret can. Asymmetric key has a far better power in ensuring the security of information
transmittedduring communication.
The Escrow Agent must be able to provide an encryption system that protects your Digital Asset from the
moment it leaves you to the moment it is either accessed by a Beneficiary, or by you the Digital Asset
Owner when you need to retrieve your Deposit.
Vaultinum uses an asymmetric encryption system to protect Digital Assets that it is entrusted with.
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2. The Escrow Contract
The Escrow Contract captures the Escrow implementation. This contractual relationship, most often
involving three parties, generally aims at guaranteeing that the user can continue using, and possibly
maintain, the Digital Asset despite the supplier's failure.
The Digital Asset Owner designates the Beneficiary or Beneficiaries who can access the Digital Asset as
well as the conditions under which this access is possible.
The aim of the Escrow Contract is threefold:
1. it identifies the Beneficiary or Beneficiaries or at the least defines their qualities,
2. it determines the deposit modalities (nature of deposited elements, frequency of updates,
verification of deposited Digital Assets, etc.), and
3. it outlines the conditions of access to the escrowed Digital Assets.
This contractual relationship enhances trust between the Digital Asset Owner and the Beneficiaries.
In addition, Vaultinum provides a Digital Asset Deposit and Escrow Management Platform enabling multiuser monitoring of the Escrow Contract throughout its duration.

2.1. Advantages of an Escrow Contract
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2.1.1. Securing a business relationship

In general, Digital Asset Owners, suppliers of products and services and especially
suppliers of computer programs, can derive several benefits from systematically
offering an Escrow Contract (or an escrow clause in their general conditions) to
their users. Indeed, this secures the contractual relationship and therefore reassures
future customers. In terms of marketing and communication, this additional security
is not negligible in the face of competitors not offering such guarantees.
As for users of Digital Assets provided by a service provider, it can only be wise to
limit risks and insure against the failure of the Digital Asset Owner or service provider. Indeed, the
disappearance of the DigitalAsset Owner, or its failure to continue to service the Digital Asset or maintain
it can have a dramatic impact on the users of the Digital Asset.

2.1.2. Contractual practices
The drafting of the Escrow Contract must strictly regulate access to the Deposited Digital Asset. Its drafters
must therefore exercise particular vigilance with a view to protect the interests of both the Digital Asset
Owner and the Beneficiary.
There are two common contractual methods for providing and supervising access to escrowed Digital
Assets:
➢ A Basic Escrow granting access to deposited items and inserted directly into the contract (license
agreement, maintenance contract, general conditions of use) between the Digital Asset Owner and
the Beneficiary.
➢ A Tripartite Escrow Contract concluded between the Digital Asset Owner, the Beneficiary and the
Escrow Agent
The latter option is often perceived as being more reassuring because this will most often precisely
structure all the stages necessary for the implementation of the Escrow services:
the deposit of the Digital Asset,
the link between the deposit and the contract,
deposit updates,
fees to be paid,
access conditions,
information to the client on access methods and in particular on procedures followed by the
Escrow Agent in making a decision on Digital Asset release,
➢ rights conferred to the Beneficiary in case of access (use, corrective maintenance, possibility
of entrusting maintenance to a third party, etc.).

➢
➢
➢
➢
➢
➢
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2.1.3. Signatories of an escrow agreement
The escrow contract can be set up for the profit of:
➢
➢
➢
➢
➢
➢

a client using software solutions,
a subsidiary of the company holding rights to the items deposited,
a partner,
a distributor
a creditor or investor, and/or
an asset buyer.

As soon as a company outsources the development or provision of a key product or service, such as knowhow, plans, production plan, specific software, it is essential and highly recommended that it protects
itself against any failure by its supplier by entering into an Escrow Contract. The survival of its activity
may depend entirely on this.
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2.2.

Types of Escrow Contracts

2.2.1. Basic escrow contract
This is the simplest form of Escrow. An agreement containing an escrow clause is signed between the
Beneficiary and the Digital Asset Owner. This escrow clause can be a standalone contract or part of a
broader agreement entered into between the Beneficiary and the Digital Asset Owner. Vaultinum is happy
to assist Digital Asset Owners in drafting an escrow clause (contact@app.asso.fr).
The Escrow Agent is not a party to the agreement containing the escrow clause. However, the Escrow
Agent is mentioned in the clause as the trusted entity with which a copy of the Digital Asset Owner will be
placed for safe-keeping. The escrow clause also mentions under which circumstances the escrowed Digital
Asset may be released, to whom and under which conditions. In the escrow clause, the Digital Asset Owner
undertakes to deposit the Digital Asset with the Escrow Agent. This involves a contract between the Digital
Asset Owner and the Escrow Agent. The diagram below describes the process.
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The downside to the Basic Escrow Contract is that the Escrow Agent is not a party to the contract with the
Beneficiary. This can create complications when the Beneficiary wishes to access the Digital Asset, mainly
because, from a legal standpoint, the Escrow Agent, who is not a party to the contract between the Digital
Asset Owner and the Beneficiary, cannot be bound by said contract.
In particular, the Escrow Agent not being a party to the Contract, could refuse to grant access to the
deposited elements if the claim for access is too imprecise (e.g. if the supplier's “failure” was the basis
for an access claim, the word “failure” might be considered too imprecise and its meaning would have to
be clarified). It is therefore important to be as precise as possible in drafting escrow access triggering
events in the Basic Escrow Contract.
Moreover, to ensure the applicability of the Basic Escrow Contract, it is recommended to deposit the Digital
Asset before entering into the Basic Escrow Contract in order to be able to include in it the Digital Assets’
registration/certification number (“IDDN number”).
However, even then Vaultinum is not a party to the Escrow Contract. If the Beneficiary feels strongly about
this, then the solution is to have a tripartite Escrow Contract.

2.2.2. Tripartite Escrow Contract
This is the most common form of Escrow. It is a specific agreement entered into between the Digital Asset
Owner, the Beneficiary and the Escrow Agent. This sets out the obligations and rights of all three parties,
such as the deposit modalities (nature and content of deposited elements, frequency of updates,
verification of the deposited elements, etc.), the Escrowed Digital Asset’s access triggering events, the
Digital Asset’s access procedure, the rights granted to the Beneficiary once access has been granted, the
duration and termination conditions of the Tripartite Escrow Contract, the apportionment of the escrow
costs between the parties.
A model tripartite escrow contract can be made available by Vaultinum upon request.

The downside to this type of contract is that it usually takes more time to finalize as it involves more
parties. As a result, it is more costly.
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2.2.3. Multiple party complex Escrow Contract

The Tripartite Escrow Contract can sometimes be expanded to include another party, such as a distributor.
Indeed, where the Digital Assets Owner uses a distributor for the distribution of its Digital Asset to the
Beneficiary, it may make sense to release the Digital Asset to the distributor for the purpose of continuing
to provide the Digital Asset, and related maintenance and support to the Beneficiary.
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2.2.4. The Beneficiary Escrow Contract
Escrow can also be seen as a way for a Beneficiary to manage their dependencies on multiple suppliers in
a world where software solutions increasingly involve the integration of multiple products from multiple
software suppliers. The same Escrow Contract is entered into between the Beneficiary and each Supplier
ensuring that the Escrow Agent and release conditions are the same thus ensuring a centralized
management of suppliers. Vaultinum is currently upgrading its Digital Asset Management Platform to allow.
Beneficiaries to manage multiple suppliers. This will also send alerts of when deposits and related updates
are required/made.
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2.2.5. SaaS Escrow
Software-As-A-Service is becoming prevalent nowadays.
SaaS (Software as a Service) allows businesses/users to use software online instead of buying software
solutions to install directly on their premises/machines. By using software in SaaS mode, companies can
avoid
✓ purchasing software solutions,
✓ purchasing servers,
✓ installing software and updates,
✓ paying for a whole software when use is limited,
✓ employing specialized employees,
✓ storing data, and
✓ organizing maintenance for the purchased solution
However, the dependence on the SaaS supplier is greater and SaaS related Escrow services are more
complex. In fact, in the event of a supplier failure, the user will immediately suffer from an interruption
in service (not even having the executable version of the software to continue his activities) and may no
longer be able to access their data. It is thus important that any Saas Escrow include the access to both
the service, for service continuity, but also to the data or servers where the client data is stored, for data
back-up. In addition, in the event of a dispute with the supplier, the user may encounter difficulties in
recovering their data and / or requesting the transfer of this data to a new provider.
The SaaS agreement between the client and its supplier should require the addition of specific clauses
such as:
➢ the reversibility of the data in case of specific events;
➢ the identification of the Escrow Agent to access the service, access the data or substitute itself
for the Digital Asset Owner in order to provide continuity;
➢ protection of personal data;
➢ confidentiality;
➢ system security.
When using SaaS software, it is also strongly recommended to append a "Service Level Agreement (SLA)"
by which the service provider guarantees a level of service.
The establishment of a SaaS Escrow can prove to be a real business continuity guarantee if it is possible.
SaaS Escrows can take different forms depending on the level of intervention of the Escrow Agent. In some
instances, the Escrow Contract will involve only the ability to retrieve client data from back-up servers by
enabling the Escrow Agent an access to such servers or to perform streamlined back-ups; the Escrow Agent
becoming a third-party back-up provider of sorts. The Escrow Contract will include the SaaS provider or
cloud provider as applicable. In other instances, the Escrow Contract involves the cloud provider or even
the data centres with the Escrow Agent allowed to ensure continuity of service instead of the software
supplier provided that the cloud provider/data centre fees are paid.
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Similar questions arise with Platform-As-A-Service provider (“PAAS”). Escrow solutions do exist but are
more difficult to implement.

Vaultinum is soon to offer a range of solutions for SAAS Escrow in order to ensure service continuity.
These solutions can include :
➢ Preparing the SAAS special Escrow Contract;
➢ Placing the source code into Escrow;
➢ Placing into Escrow of the servers’ admin access authorization codes (including for the cloud);
➢ Placing into Escrow of the client/Beneficiary data/databases admin access authorization codes;
➢ Supervising the implementation of service continuity as trusted third party (including acting as
third-party payor to providers of hosted solutions);
➢ Assistance in obtaining guarantees on/security interest in, the servers;
➢ Supervising back-up operations for the Digital Asset and client/Beneficiary data and databases,
and/or;
➢ Implementing a client data back-up plan.
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3. Beyond the Escrow service: proof and protection
The Escrow Agent is a trusted independent third-party that guarantees, through certified time-stamping
and a unique international Digital Asset numerical identifier (“IDDN”), that at a point in time, a deposit
including a specific content, was made and archived (“Escrow Proof”).
This Escrow Proof, including its accompanying registration certificate delivered by the Escrow Agent, can
be retrieved and used to demonstrate that the deposit was made at a point in time, by a given entity and
that it contained the alleged content when it was deposited. The Escrow Agent can also act as a witness
of such.
In this case, the Beneficiary is also the Depositor or the Digital Asset Owner. Applications for this are
multiple:
1/ Proof of intellectual property right,
2/ Proof of existence of asset,
3/ Proof of changes made to asset (through deposited updates), and
4/ Proof of functionalities of asset
Vaultinum is certified by well-established Swiss NGO InterDeposit (www.iddn.org) which generatesa
unique international identification number and certification for each Digital Asset deposited with
Vaultinum. This is the equivalent of ISBN for books. The use of a trusted third-party to generate this unique
identifier is another guarantee of the Digital Asset’s existence and content.
The Diagram below provides information on how placing the Digital Asset in trust with Vaultinum creates
elements of proof of rights in the Digital Asset.
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The uses of Escrow for proof of existence and content is not limited to software assets.
All Digital Assets can benefit from this since digital content can easily be tampered with. For instance:
✓ Proving the existence of an invoice at a specific time and its content can be essential in case of a
tax audit. In fact, invoices sent to clients can be certified time stamped and deposited at the time
of sending to demonstrate sending date and content of the invoice.
✓ In public tenders, proof of the time, existence and content of offers made is paramount to ensuring
that the process is fair and competitive.
✓ With digital medical consultations on the rise, ensuring that prescriptions or even the content of
what was discussed during the consultation can be ascertained by a third-party system is essential
to avoid misunderstandings, abuses and/or litigation
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4. Practical aspects to Escrow
4.1.

Content of escrow deposit

The aim of the Escrow is to entrust to an Escrow Agent with a functional and operational Digital Asset
set to ensure that Beneficiaries can continue using the Digital Asset in case of a Supplier/Digital Asset
owner failure.
Before making the deposit, the Digital Asset Owner should therefore ask itself:
✓ What are the elements to be deposited into Escrow so that, in case of an Escrow Event, the
Beneficiary may continue to use and maintain the software,
✓ Are such elements devoid of third-party proprietary materials (developments carried out for third
parties or data belonging to third parties as part of a SaaS software)?
In general, where the Digital Asset is a Software, the Deposit should contain at least the software source
code, object code and executable code, but also:
✓ The list of software component(s),
✓ The list of software dependencies (if any),
✓ The user manual,
✓ Installation and configuration documentation,
✓ Technical documentation,
✓ Information on the development environment and on the configuration necessary for the use of
source code,
✓ Documentation allowing to carry out evolutionary and/or corrective maintenance,
✓ Database possibly contained in the software.
Moreover, if the software contains third-party elements necessary for its use (such as open source software
or third-party proprietary software), it is then recommended to obtain:
✓ Authorizations from right holders to integrate third-party elements into the escrow relationship,
✓ The list of licenses, open source or not, that the Beneficiary should acquire to use deposited
elements.

4.2.

Checking the Digital Asset

Verifying that the deposited elements correspond to the expectations of the Beneficiary is important. Not
doing so may render the Escrow pointless especially if the deposited elements do not contain the agreed
Digital Asset or fail to contain related user guides or manuals, or that they do not function according to
specifications.
Escrow Agents may offer different types of verification services, ranging from a simple deposit of the
Digital Asset without any verification to a full check, by an authorized engineer working with
Vaultinum,of both the elements deposited and the expected functionalities. Various types of checks are
commonly performed.
➢ Elements Checked Deposit: means that the number of elements that are supposed to be deposited
will be checked either by a tool or an authorized employee of the Escrow Agent. A report is
generated that provides a gap analysis of expected and missing elements.
➢ Content Checked Deposit: means that the deposited materials are complete, and that the files,
modules and executable code are in good working order pursuant to the Digital Asset Owner's build
or assembly instructions. Content Checked deposit includes the Elements Checked Deposit.
➢

Usability Checked Deposit: means that Vaultinum controller will check and confirm that the
deposited materials include the application that (i) can be installed and (ii) when installed is
configured in accordance with specifications, and (iii) functions as expected based on predetermined test-scripts will execute functional tests. The controller will also check that the
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documentation attached to the application is sufficient to use the application. A usability reportis
prepared and sent.
For each checked deposit an official report is prepared. The Content Checked Deposit offers the greater
assurance to the Beneficiary that the elements will correspond to expectations. A detailed official report
is provided with the methodology used, the materials reviewed, the functionalities tested and the results.
Vaultinum can perform either Elements and Content Checked Deposits. Vaultinum is also developing
solutions that go further and enable Usability Checked Deposits.

4.3.

Updating the Digital Asset

Digital Assets evolve over time. It is thus important that tools exist to assist the Digital Asset Owner to
ensure that the Digital Asset is updated to reflect the latest developments. If the Digital Asset Owner
forgets to update the Digital Asset, the whole purpose of the Escrow might be defeated.
As previously stated, Vaultinum is developing tools to enable automated updates through integration with
development platforms. Through its API, Vaultinum will connect to the repository Source Code
management system of development platforms, such as Gitlab, GitHub, etc…used by the Digital Asset
Owner in order to clone for safekeeping the source code on a pre-defined frequency (daily, weekly,
monthly etc..).
Where updates are not automated, Vaultinum also offers alert services to remind the Digital Asset Owner
and/or the Beneficiary when updates are due.
Further, options exist to either keep the latest version of a Digital Asset or keep all versions. In some
instances, and in particular to prove the existence or the Digital Asset or the content of a particular
version, the Digital Asset Owner may want to keep all versions of the Asset.
The Escrow Contract will need to clearly define the periodicity of updates, whether updates are to be
automated, if alerts should be implemented and finally whether all versions should be kept in Escrow or
only the latest one.
-

Page 24 of 30

4.4.

Risk assessment according to the deposit chosen

Beyond these checks other reviews can be performed.

In particular, a review of open source code
used in a software can be undertaken for
Beneficiaries that have specific requirements
in terms of use of open source.
Vaultinum offers a service ““KYS” or “Know
Your Software” which is a comprehensive
online due dligence tool focusing on IP,
CyberSecurity and Maintability risks.
Risk associated with using the Digital Asset
will be reduced where the Escrow Agent has
also been able to ascertain the extent to
which open source is used in the Digital Asset.
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4.5.

Key Steps and Good Practices in Mitigating Risk

Mitigating risk is extremely important for Digital Asset creators and for licensees/purchasers of Digital
Assets alike.
For a Digital Asset creator, ensuring that software source code is protected at each stage of its
development is not only a good practice but also a key ingredient for success. Not protecting the software
as it is developed creates risk. If something were to happen to one of its developers or a machineon which
a piece of software is developed, not only will its operations be affected by the downtime, but with
customer-facing technologies, losses could occur and reputational damage could ensue.
Further, froman intellectual property perspective, continuous and automated deposits help fix intellectual
property rights for the Digital Asset creator and this is essential in a world of increasing cyber-theft and
plagiarism.For example, as more and more developers use external development platforms as repository
for the source code management, interfacing such platforms with the Escrow Agent’s system means that
source code is escrowed “on-the-go”. The source code, in particular the most recent version, is thus
automatically protected and archived with the Escrow Agent, without any further manual action necessary.
From the perspective of licensees and purchasers of Digital Assets, it is essential for them to ensure that
they are able to continue using the asset regardless of what happens to the Digital Asset Owner.
Using Escrow services mitigates risks, enhances business continuity plans and addresses ‘what if’ scenarios.
In order to implement Digital Asset Risk management, companies should follow keys steps and good
practices.

4.5.1. Key Steps
There are five key steps in organizing an Escrow for Digital Assets. There are detailed below.
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4.5.2. Good Practices
A number of good practices have been identified as listed below.

Page 27 of 30

4.6.

Cases studies

4.6.1. Case 1: I am creating my application and am going to license it. How do I
protect it? How can I re-assure my licensees that they will be able to continue
using it even if I disappear?
Context and challenges
Congratulations, you are making your original application idea a reality and you want to reap the fruits of
your labour. You are wondering about ways to both protect your work and offer some guarantee of
continuity to your purchasers

Solution and benefits
Make a deposit containing all the elements relating to your project (specifications, source code, object
code, technical documentation, graphical interfaces, database, etc.) with Vaultinum as soon as they are
created and, at least, before presenting your creation to a potential investor or partner. If you are usinga
development platform such as GitHub, Bitbucket, GitLab, etc…you can have deposits made automaticallyas
the development progresses. This will help protect it “on-the-go”.
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Deposits are certified. Do not hesitate to present the IDDN certificate issued by Vaultinum to your clients
and business partners. This shows that you have taken steps to assert your rights over your Digital Asset
and it is also a way of reassuring investors/lenders about the seriousness and quality of your development
process.
Depositing Digital Assets with Vaultinum will allow you to pre-constitute proof of your rights and to prove
more easily that other work are copies of your work and thus violate your rights.
In the context of a dispute, it is often difficult forthe victim of counterfeiting to prove that he or she owns
the rights to the copied creation. The Vaultinumdeposit allows you to both remedy these difficulties and
benefit from proof of your rights that can be presented to a judge.
Further, if someone alleges that you have copied their creation, you will be able toprove that your work
was created before theirs and that, as a result you have the prior rights. You may even have a legal claim
against that person.
This will reassure your clients and investors as lawsuits involving infringement of intellectual property
rights are rife and can lead to damages awards the size ofwhich can threaten the very existence of a
company/business. If you then find a purchaser or licensee foryour software, you are in a good position to
re-assure them on two fronts. First, you have deposited the software and related materials to protect your
rights and by extension their own right to use the software.Second, you can simply make them a Beneficiary
to the deposited software and related materials by eitherusing a Basic Escrow Contract and adding them as
Beneficiary or involving the Escrow Agent and entering into a Tripartite Escrow Contract.

4.6.2. Case 2: How can you protect your business against the risk of failure of major
software suppliers?
Context and challenges
You work closely with suppliers of important solutions for your business. These solutions are combined or
integrated into one or more solutions. Your contract with them is crucial to the success of your business.
How to ensure the sustainability of your business in the event of failure (collective proceedings, noncompliance with contractual commitments, etc.) of your suppliers?

Solution and benefits
First, identify all your keys suppliers.
Then, create an account with your Escrow Agent and enter into an Escrow Contract whereby each service
provider undertakes to deposit their Digital Assets with the EscrowAgent. Through your account you will
be able to view how many deposits have been made for each of yourservice providers and whether these
have been updated regularly.
Vaultinum is upgrading its Digital AssetManagement Platform to provide this Beneficiary oriented service
which will also send you alerts of whendeposits and related updates are made and if your suppliers of
software’s accounts with Vaultinum are current. Managing your suppliers of software this way is essential
in a world where software solutions increasingly involve the integration of multiple products from multiple
software suppliers.
The Vaultinum Digital Asset Management Platform will ensure that you, as client, can continue to use the
technology despite the failure of one or more suppliers. It also ensures that you manage all suppliers in a
centralized way thereby:
✓ avoiding failure to identify a supplier of software essential to your business,
✓ forgetting to check that each of your suppliers’ deposits are updated regularly, or
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✓ even worst, having different escrow terms applying to different suppliers and resulting in your
inability to continue the business because of different accesses granted to different source code
from different suppliers.
This solution creates a positive environment that enables your company to not only concentrate on its core
business rather than on supplier risk, but also to confidently develop the business with a growing number
of suppliers.
For the supplier, using Escrow services, apart from all the advantages previously stated, is a commercial
advantage in contract negotiations.
In addition, to being the preferred Escrow Agent to manage multiple suppliers, Vaultinum:
✓ offers model escrow agreements (with the ability from 2021 to create your agreement online),
✓ assists the parties in their implementation,
✓ checks the deposited materials, and
✓ ensures the proper performance of the Escrow Contract.

TO GO FURTHER
If you would like more information about the services offered by Vaultinum on Escrow Agreements, you
can contact us at contact@vaultinum.com or at +41 41 511 82 08.
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